
 

Introduction 

Saudi Data Privacy 

 

Despite Saudi Arabia’s strong integration into global markets the Kingdom’s privacy law 

remains a work in progress, with all the obstacles and potential legal exposure that this 

implies. 

 

Data privacy has special meaning for a state in transition from a shari’a-supported 

traditional society to a modern law-based economy, and recent experience dictates 

heightened concern for confidentiality and reluctance to entrust sensitive information to 

foreign sovereigns with their own often divergent political and regulatory priorities. 

 

A general overview follows of the fast-evolving Saudi data privacy regime, along with 

guidance on compliance strategies and options. 

 

Sources of Law 

 

Much of Saudi privacy law is derived from the country’s constitution and various sector-

specific laws, along with shari’a principles. 

 

Although frequently referred to as “Islamic law,” shari’a is not strictly a legal system, but 

rather a comprehensive code for aligning one’s life with Islamic principles. There is no 

single, commonly accepted interpretation of shari’a but rather divergent schools, whose 

dominance varies from country to country. 

 

As the place of the original Islamic revelation, Saudi Arabia applies shari’a to many 

aspects of life, including its legal system, based on the most conservative Hanbali 

school. 



 

In the absence of applicable laws, Saudi judges decide disputes based 

on shari’a principles. Decisions are neither reported, nor binding as precedent, leaving 

judicial outcomes relatively less predictable. 

 

Personal Data Protection Law 

 

The Personal Data Protection Law (“PDPL”) addresses the erosion of privacy protection 

in a digitally connected context, in a society that prizes personal privacy as a core value. 

 

Responsibility for policing use of individual data and its processing has been entrusted to 

a newly-formed Saudi Data and Artificial Intelligence Authority (“SDAIA”). 

 

Most problematically for transborder businesses, with limited exceptions the law requires 

approval for offshore transmission of personal data. Many global groups relying routinely 

on offshore consolidation of customer and other data have voiced understandable alarm, 

as new restrictions may dictate material changes in business practices that could in 

many instances seriously impede their ability to operate in the Kingdom. 

 

SDAIA could either issue blanket licenses to data controllers permitting routine data 

transfer, treating the PDPL as guidelines against abuses; or interpret the PDPL as an 

uncrossable red line, abandoning the earlier relaxed approach by shifting priorities from 

ease of business to protection against potential invasions of privacy. Implementing 

regulations, expected by the PDPL’s March 23 effective date, should shed further light on 

things to come. 

 

The PDPL defines Personal Data as information which may lead to the identification of 

an individual, and Sensitive Data as data regarding an individual’s status, e.g. ethnic or 

tribal origin, religious, intellectual or political belief, or membership in associations or civil 

institutions; and criminal and security data, biometric identification data, genetic data, 

credit data or health data, location data and data that indicates that the individual is of 

unknown parentage. 

 

Owners are entitled to know uses to which their data is applied, to demand copies of 

their data gratis, and to expect correcting or deletion of mistakes. 

 

 



Recipients of personal information require owner consent, except where processing is 

• directly for the owner, who cannot be readily contacted, 
• pursuant to another law or agreement with the owner, or 
• the data controller is a government agency. 

Service may not be conditioned on consent, except for actual outsourced data 

processing. 

 

Personal data may only be held for a limited period, collected from the owner himself, 

and serve a proper purpose. 

 

The PDPL bars third party disclosure in case of 

• security, diplomatic, law enforcement or individual safety threat or impediment, 
• third-party privacy violation, 

• conflict with interests of a ward, 
• breach of professional or other obligations, or 
• disclosure of confidential sources; 

and allows disclosure, given 

• owner consent, 
• public source data, 
• security or public safety reasons, and 
• deletion of identifying personal information. 

Advertising requires prior consent and an “easy unsubscribe” option, and SDAIA must be 

notified of any data leaks. 

 

Transborder transfer of data on Saudi residents is prohibited, except for extreme 

necessity or to prevent or treat infection, absent treaty obligations to the contrary, public 

interest, or to comply with applicable regulations, and in any event provided that 

• national security is not prejudiced, 
• sufficient guarantees are provided, 

• the transfer is limited to an irreducible minimum, and 
• SDAIA has approved. 

Onerous as it may be, explicit consent will soon become mandatory, and key to 

managing risks under the new law. 

 



SDAIA may make exceptions case-by-case with proper guarantees, and may potentially 

grant blanket authorizations. 

 

SDAIA regulates and licenses data controllers. Given a vague definition of personal 

information and a broad brush obligation to share this with SDAIA, every registered 

Saudi entity could in theory be required to register subject to fees of up to SR100,000, as 

may hopefully be clarified in the regulations. 

 

The PDPL imposes criminal, civil and administrative penalties, including for unauthorized 

disclosure or transborder data transfer. 

 

Other Laws 

 

The 1992 Basic Law of Government and Labor Law assure a degree of transparency in 

the workplace, while protecting employees from oppressive intrusions into their personal 

domains, as follows. 

 

The Basic Law provides that “[t]elegraphic, postal, telephone, and other means of 

communications shall be safeguarded. They cannot be confiscated, delayed, read or 

listened to except as provided by law.” 

 

The Labor Law bars an employer or employee from 

 

“... performing any act that infringes upon the freedom of the other or the freedom of 

other workers or employers to realize any interest or impose a point of view that conflicts 

with the freedom of work or the jurisdiction of the competent dispute resolution authority.” 

 

The Labor Law also allows Government work inspectors to 

 

“(1) [a]ccess any firm that is subject to the provisions of the Labor Law at any time, day 

or night, without prior notice. (2) Perform any examination or investigation required to 

ascertain proper implementation of the Law. [Government work inspectors] may in 

particular: (i) Question the employer, his representative or the workers in private or in the 

presence of witnesses about any matter relating to the implementation of the provisions 

of the Law. (ii) Review all books, records and other documents required to be kept 

pursuant to the provisions of this Law and related decisions, and obtain any copies or 

extracts therefrom...” 

 



Inspectors thus exercise wide discretion to access personal data and/or intrude into the 

employer’s or employee’s private affairs. 

 

The Electronic Crimes Combating Law provides < 5 years imprisonment and SR3 million 

fines for producing, preparing, sending or storing on the internet or a computer anything 

that may harm Saudi law, religion, ethics, privacy or private life. 

 

Under the Law of Printing and Publishing, stories or pictures revealing secrets of 

individuals’ private lives may not generally be published. 

 

Banks and insurance companies must protect information obtained in the course of 

business from disclosure, except for official purposes. 

 

The Ministry of Health has provided patient privacy protections in a “Patient’s Bill of 

Rights.” 

 

Cloud Computing Regulatory Framework 

 

The Cloud Computing Regulatory Framework restricts Cloud Service Providers (CSPs) 

from providing or authorizing others to provide Customer Content or Customer Data to 

third parties, or processing or using Customer Content or Customer Data for purposes 

other than as allowed under a Cloud Computing Agreement. 

 

The Framework applies to any Cloud Service provided to Cloud Customers with a Saudi 

residence or customer address; and any Customer Content maintained in local 

datacenters are subject to reporting requirements on security breaches, obligations to 

remove Unlawful or Infringing Content, and notification of Anti-Cyber Crime Law 

violations. 

 

Any Person who exercises direct or effective control over Datacenters or other locally-

hosted critical Cloud System infrastructure used for Cloud Services, or over Level 3 

Data, must register with the CITC. 

 

No Level 3 Customer Content may be transferred offshore, unless expressly permitted 

elsewhere and with notice to Cloud Customers. 

 

Cloud Customers and the CITC must be promptly informed on any security breach or 

information leak, except where such disclosure is required by law, or for Level 1 or 2 



Data, or where a Cloud Customer has expressly consented, and may withdraw at will. 

 

Cloud Customers must also enjoy the right and means to access, verify, correct or delete 

Customer Data, subject to the CSP’s right to charge the Cloud Customer or meet 

obligations under applicable law. 

 

Practical Considerations and Best Practices 

 

Entities doing business in Saudi Arabia should understand the Kingdom’s unique local 

judicial system, and prepare accordingly. The Kingdom is navigating an ambitious 

transition from the traditional to the modern, with all the contradictions, challenges and 

identity issues that this implies. 

 

Challenging as this may seem, protective strategies begin with understanding the PDPL 

and the Kingdom’s idiosyncratic privacy regime. 

 

In general, companies operating in the Saudi market should consider obtaining 

individuals’ written “explicit consent” to any collection, processing or disclosure of 

personal data, including “all situations where individuals are presented with a proposal to 

agree or disagree to a particular use or disclosure of their personal information and they 

respond actively to the question, orally or in writing.” 

 

For example, individuals should in appropriate cases be required to consenting via e-

signature to processing personal information. 

 

On the other hand, a clinic’s informing a patient that his or her medical file will be 

transferred to a researcher absent express objection lacks the requisite patient consent; 

under the PDPL, personal identifying information must in any case be deleted before 

transfer. 

  

Upcoming Holidays, Events, Webinars, and Conferences 

• USSBC Program: For a schedule of upcoming U.S.-Saudi Business Council 

(USSBC) events and webinars see here. 

• Red Sea Film Festival: December 6-15 

• MIT Enterprise Forum: March 2022 

  

https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=478964c9c8&e=e3f02dcb89


COVID-19 Status, Restrictions, Aid, and Enforcement 

• Status: Saudi Arabia reports as of November 21, 2021, a sustained decline in 

COVID with cases at 1% of their peak. 

• Vaccines: Saudi Arabia has approved the Pfizer, Oxford-AstraZeneca, Johnson 

and Johnson, Covishield, Comirnaty, Spikevax, SK Bioscience, Vaxzevria, and 

Moderna vaccines for import and use. Health authorities have initiated a major 

vaccination campaign, which consists of several phases scheduled to be 

completed by late 2021. The stated goal is to reach 80% population immunity. 

The Ministry of Health has affirmed the safety of the mixing of 

vaccines approved in the Kingdom. The Ministry of Health also allows those 

who have recovered from COVID to receive two doses of a vaccine. 

o Registration: Vaccines are available for citizens and residents. To 

register, use the “Tawakkalna” app.  

• Protocols Loosen: The Public Health Authority (Weqaya) announced that fully 

immunized people are allowed to their full capacity at recreational spaces such 

as public parks, walkways, and beaches without physical distancing. 

  

Public Sector and Significant Updates  

• Non-Profit City: Crown Prince Mohammed bin Salman announced the 

establishment of “Non Profit City” in Riyadh. 

• Industrial City: Crown Prince Mohammed bin Salman has announced the 

establishment of OXAGON, a partially-floating integrated port and logistics hub 

comprising a large area in the southwest corner of NEOM. 

  

Corporate / Employment 

• Job Creation: Over 65,000 Saudi citizens received jobs in Q3 2021.  

• Residency and Labor Enforcement: Saudi authorities arrested almost 14,000 

people in one week for breaching residency, work, and border security 

regulations. 
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Legal 

• Al Tamimi Legal Magazine: For Al Tamimi Law’s latest magazine issue 

(September 2021, focus is on transport and logistics), see here. 

• Expatriate Citizenships: Saudi Arabia is granting citizenship to a group of 

skilled expatriates including doctors, clerics, and academics. 

• IP Enforcement: Saudi Authority for Intellectual Property (SAIP) inspection 

teams seized electronic devices at shops violating IP rights regulations. 

  

Visas, Travel, and Repatriation 

• Travel Resumes: Saudi Arabia has lifted its ban on travelers from all countries 

except Ethiopia, Vietnam, Afghanistan, Egypt, Lebanon, Turkey, Brazil, India, 

Indonesia, and Pakistan.  

o Travel Guidelines: For an outline of travel guidelines to and from 

Saudi Arabia, see here. For Saudia’s travel guidelines, see here.  

o Visa Extensions: The General Directorate of Passports (Jawazat) 

has clarified that exit and reentry visas of expatriates who are 

outside the Kingdom can be extended electronically through the 

employer’s Absher or Muqeem platform, after paying fees through 

the SADAD payment system. 

o Saudi Citizens: Vaccinated Saudi citizens may also resume 

international travel, though they are banned from direct or indirect 

travel without prior permission to Libya, Yemen, Armenia, 

Afghanistan, Syria, Iran, Somalia, Belarus, India, Lebanon, Turkey, 

Democratic Republic of the Congo, and Venezuela. 

o Tawakkalna Requirements: The General Authority of Civil Aviation 

(GACA) requires airlines operating in the Kingdom that boarding 

passes can only be issued to passengers who have either been 

vaccinated or have not been infected as registered in 

the Tawakkalna application. GACA said that Tawakklana is 

mandatory for entering airports and boarding flights in the Kingdom. 

o Health Insurance Requirements: Foreign visitors who come to 

Saudi Arabia are required to have health insurance 

coverage against COVID-19 infection. 
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o Institutional Quarantine Requirement: All non-Saudi unvaccinated 

arrivals in the Kingdom must undergo a week-long institutional 

quarantine starting May 20. Foreign visitors arriving by air from most 

countries are exempted from the quarantine if they have been 

vaccinated. Approved vaccines are Johnson & Johnson, Moderna, 

Pfizer, and AstraZeneca. Recipients of the Sinopharm and Sinovac 

vaccines require booster doses. 

o COVID Test Requirement: Non-Saudi travelers over eight years old 

must show a negative PCR Covid-19 test result less than 72 hours 

old. 

o Immunization Portal: Saudi Arabia has launched an online portal 

for travelers to register immunization data. 

• Singapore Reopens to Travel: Singapore will welcome tourists from the UAE, 

Saudi Arabia, India, Qatar, and Indonesia in the coming weeks. 

  

Business / Economy  

• General: 

o Growth: The Kingdom’s Q3 2021 GDP expanded by 6.8% 

compared to the same quarter of 2020. 

• Finance, Insurance, Investment, and Sovereign Wealth: 

o Tadawul IPO: Saudi Arabia's stock exchange, Tadawul, seeks to 

raise up to $1 billion from its public shares sale. 

o Loan Restructuring: The Kingdom is in talks with banks to amend 

the terms of a $16 billion loan due in 2023 and possibly reduce 

the size of the facility. 

o Bond Sale: Saudi Arabia sold $3.25 billion in dual-tranche bonds 

comprising a sukuk tranche and a conventional portion in its third 

international bond sale of the year. 

• Real Estate, Construction, Infrastructure, and Megaprojects: 

o Jabal Omar Restructuring: Jabal Omar Development Company, 

one of the Kingdom’s largest listed developers, received approval to 
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restructure a $800 million government loan as part of its financial 

transformation plan. 

• Industry, Utilities, Desalination, and Logistics: 

o Material Development MoU: The Ministry of Energy and National 

OilWell Varco have signed an MoU to enhance cooperation efforts in 

developing applications based on polymeric materials. 

• Defense:  

o US Arms Sale Opposition: A group of U.S. senators is opposing 

the Biden administration's first major arms sale to Saudi Arabia. 

o Joint UAE Drill: Saudi and Emirate forces engaged in the joint “One 

Destiny” military drill. 

• Tourism, Hospitality, Culture, and Entertainment: 

o Entertainment Investments: Saudi Arabia is investing $64 billion in 

its nascent entertainment industry as part of a broader effort to wean 

the economy off oil. 

o Dakar Rally 2022: Saudi Arabia for the third consecutive year will 

host the Dakar Saudi Arabia Rally for 2022. 

o AlUla-UNESCO Strategic Partnership: The Royal Commission for 

AlUla (RCU) signed a long-term strategic partnership with UNESCO 

to preserve and promote the heritage site. 

o Women’s Football League: Saudi Arabia to launch 

inaugural women's football league. 

• Retail, Luxury, and E-Commerce:  

•  

o E-Commerce Growth: A report by Visa showed that 61% of Saudis 

surveyed reported an increase in their online spending, and 90% will 

continue to shop online after the pandemic ends. 
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• Religion:  

o Umrah App: Saudi Arabia has launched a new service to facilitate 

overseas pilgrims in getting Umrah and visit permits for Holy 

Mosques in Makkah and Madina through mobile applications. 

o Age Limits for Overseas Pilgrims: Saudi Arabia has stated that 

permits for performing Umrah or lesser pilgrimage for overseas 

Muslims are limited to those aged 18 to 50. 

• Education: 

o No significant recent developments. 

• Healthcare: 

o MERS Vaccine Development: The King Abdullah International 

Medical Research Center, in cooperation with Oxford University, has 

recently concluded phase one of the first clinical study on a MERS 

vaccine. 

• Technology and Telecom: 

o STC Data Centers: STC will build a total of 125MW of data center 

capacity across a total of more than 180,000 square meters of land 

in a $400 million expansion project. 

• Food and Agriculture: 

o No significant recent developments. 

• Natural Resources, Mining, and Environment: 

o No significant recent developments. 

• Oil and Energy: Oil prices most recently stood on November 22 at $82.07 pbb 

for Saudi oil (Arab Light) and $75.94 pbb for West Texas Intermediate (WTI). 

o Arabian Sun: For Aramco’s most recent weekly newsletter 

(November 17) see here. 

o OPEC Supply Forecast: OPEC said the global oil market will switch 

from being under- to over-supplied as early as next month as the 

economic rebound from the COVID pandemic falters. 
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o Spare Capacity Shrinks: The CEO of Aramco stated that the world 

will see its level of spare oil production capacity dwindle next year as 

jet fuel demand returns to pre- or near-pre-crisis levels. 

o COP26 Controversy: The Saudi energy minister hit out at “lies” and 

“fabrications” over the Kingdom’s stance at the COP26 climate 

change summit in Glasgow. 

  

Geopolitical 

• Somalia Embassy Reopens: Saudi Arabia has reopened its embassy in 

Somalia after around 30 years of closure. 

  

GCC  

• Joint Israel Naval Drill: Forces from the UAE, Bahrain, Israel, and the United 

States Naval Forces Central Command (NAVCENT) took part in a multilateral 

maritime security operations exercise in the Red Sea. 

• UAE: 

o New Labor Laws: The President of the UAE has issued a new 

decree to regulate labor relations in the private sector with sweeping 

changes aimed at safeguarding employees’ rights. 

o Residency for Retirees: The UAE cabinet has approved amending 

conditions for granting residency visas to retired expatriates. 

o Fitch Ratings: Fitch Ratings has affirmed the UAE’s Long-Term 

Foreign-Currency Issuer Default Rating (IDR) at 'AA-' with a Stable 

Outlook. 

o Startup Ambitions: The UAE aims to become home to 20 startups 

worth over $1 billion each in the next decade. 

o South Korean Missiles Purchase: The UAE has said it plans to 

purchase South Korean-made mid-range surface-to-air missiles in 

a deal worth $3.5 billion. 
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• Qatar:  

o Tax Plans: The President of the General Tax Authority (GTA) stated 

that Qatar has no plans to introduce an income tax, though 

implementation of the VAT is on track. 

• Kuwait:  

o Royal Duties Transfer: Sheikh Nawaf Al Sabah is relinquishing 

some of his responsibilities to the country’s crown prince. 

o Government Resignation: Kuwait's government submitted its 

resignation to the ruling emir, a move which could help end 

a standoff with opposition lawmakers. 

• Bahrain: 

o Gulf Aid: Moody’s said it expects Bahrain to receive additional 

financing from its Gulf allies. 

o NOGA Transition: Bahrain’s National Oil and Gas Authority 

(NOGA) will transition into an energy company that will look at 

energy resources outside of fossil fuels. 

• Oman: 

o Port Investments: Oman is investing in strategically located ports 

and container terminals to expand its logistics sector, hoping to 

serve as a prime gateway to Gulf markets. 

o Flight Depression: Oman saw a 32% decrease in passengers and 

23% in flights operated from Muscat International Airport. 

  

Other 

• Miscellaneous: For earlier developments, see here. 
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Resources 

• Previous Newsletters 

• Ministry of Health Dashboard 

• Ministry of Health Coronavirus Guidance 

• New Companies Law (English) 

• Chamber of Commerce Global Policy Dashboard 

• Ministry of Investment Guide to Business Continuity 

• US-Saudi Business Council 

• Saudi-US Trade Group 

• American Community of Saudi Arabia Newsletters 

• US Embassy in Saudi Arabia 

• US State Department Travel Information 

 

   

 

 

We will be happy to provide more specific advice in the context of particular 
circumstances, concerns, and priorities; please let us know. 
 

Christopher H. Johnson, Managing Attorney  

 

 

Disclaimer: While the above information was gathered from sources believed to be 
accurate at the time, we cannot be responsible for errors due to human or technical error.  

Al Mousa Commercial Centre, Tower 2 
5th Floor, # 259 

https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=bc81e4d203&e=e3f02dcb89
https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=42d9d327d3&e=e3f02dcb89
https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=e9bee5a5b3&e=e3f02dcb89
https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=785e77953e&e=e3f02dcb89
https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=5ced7f8915&e=e3f02dcb89
https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=9b202b90ea&e=e3f02dcb89
https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=42e6786b88&e=e3f02dcb89
https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=2f787e77d0&e=e3f02dcb89
https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=0e5f026a30&e=e3f02dcb89
https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=9cd61870ba&e=e3f02dcb89
https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=60b8c35434&e=e3f02dcb89


 

Riyadh 11413, Saudi Arabia 
Tel: +966 11 462 5925 

https://www.alshariflaw.com/ 
 

Chris@alshariflaw.com 
   

   

 

https://alshariflaw.us19.list-manage.com/track/click?u=88a45d818cd8e3786c2eb762c&id=45b947674f&e=a675df960c
mailto:Chris@alshariflaw.com

